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Charge Card Administration (CCA)
Forms User Guide

Overview

Introduction DOA has developed a web-based system that allows agency Charge Card
Program Administrators to request action from DOA as it relates to Small
Purchase Charge Cards. Users can access the system at
https://cca.doa.virginia.gov/Login.cfm or through DOA’s home page.

The Charge Card Administration Forms Application has been designed to
be as user-friendly as possible and requires little intervention from outside
resources. However, DOA realizes there may be some functions individuals
may need assistance with and has developed this Guide to aid agency
personnel.

Charge Card The Charge Card Administration — Forms Application provides
Administration Commonwealth of Virginia agency personnel the means to:

Forms

Features ¢ Fill out automated forms for certain actions from the Charge Card
Administration personnel at DOA.

Store electronic versions of the forms for future inquiry.

Ability to monitor the processing of your forms.

Ability to print forms in PDF format.

Built-in Help pages included in the Charge Card Administration Form
Application.

Continued on next page
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Charge Card Administration (CCA)
Forms User Guide

Overview, Continued

Database State-of-the-art security features are provided to maintain confidentiality of
Security report information.

Application Security - requires a Logon ID and password for system
access. Individuals will be required to keep this information confidential
to provide the utmost security to the Commonwealth’s data.

Secure Socket Layer - SSL - uses a 128-bit encryption routine to protect
the data as it travels back and forth over the Internet.

Encrypted File System - EFS - is an operating system feature that
protects sensitive data and prevents unauthorized access to the file
directory.

Access o
Requirements

Browser must be enabled for Java Script.

Browser must be enabled for Cookies.

Browser must be enabled for Secure Socket Layer (SSL) Security (128-bit
version).

If connecting to the site from behind a firewall or proxy server, it must
allow SSL (port 443) communication.

Internet Explorer browser, version 4.0 or higher.

Designed to be viewed at a screen resolution of 800 by 600 or greater,
with a minimum of 256 colors.

Connection speed of 56k modem (or higher) is highly recommended.

Web Address  https://cca.doa.virginia.gov/Login.cfm

Office of the Comptroller
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Charge Card Administration (CCA)
Forms User Guide

CCA Forms System - User Security

Security Charge Card Administration System has two levels of application security.
Levels
» Systems Administrator - DOA application specific personnel who
establish individual agency Charge Card Administration User security.
> Individual User - Agency personnel that use the Charge Card
Administration system to access, request, certify, and/or view their
Charge Card Forms data.

Individual An agency is required to identify at least one Charge Card Administration

User Individual User. The Charge Card Administration’s (CCA) Individual Users
are responsible for completing the CCA form via the web application.
Security access for CCA individual user are set up via the automated Security
record set up process.

Office of the Comptroller 3 Commonwealth of Virginia
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Accessing the CCA Forms System

Initial Logon  To set up an initial security record, access the DOA's website at
Record Setup  https://cca.doa.virginia.gov/Login.cfm and then select “New Security” located
on the left-hand menu.

[F=Tlo ™)

& hitp//wsql 220/ QCCALagincim 9 - & || @ virginia Depanment of ace

Search Virginia.Gov [N

Small Purchase Charge Card Administration

Contact s | [ETTEERTN © Entire Site @ CAPP only ® CAPP - Cardinal Only (G

Welcome to DOA's Charge Card Administration (CCA) Forms Request Website

Links...
Please enter your Logon 10 and Password: CCAFoms Request User Guide
Werd [FIF]

Legen I [ Jimustbes characters) CCAForms Request Quick Reference Guide
Forger Logon 07 Clck Here. Iord (FOA
CCAFoms

Password (musst be ot least 8 characters)

Forget Password? Cick Here.

DOAPublic Web Site

Jou have forgofien yaur passward, type in your Logan I0 and dick on the
kHere link lacated nextto the password input b

In ordar to access this system, you will need a Logon 1D and Password If you do ot have a
Logon 1D and Password, click on the New Securty button located on the lft-hand men
You will be prompited for the information needed in order to establish a security record

The security of your personal information is important to us!

Diigent siforts are mede to snstre the sscurty of Commonweath of Virgnis sy sterrs. Before
perscral computer s nol Ffecled with malcious code Bial collcts your per:

ste ta conduct Business wih the Commomweath, please ensure y o
enved10.as a kerkoer. The way fo protect against his is fo eintain current

For More nformaton on protecting y cur personal nformation onine, refer 1oihe CRZEns Guids th Oning Fratecton Oniine Protection Glossany

The following screen will be displayed. Enter in your agency number and email
address to continue to the Security Logon Form.

Continued on next page
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Charge Card Administration (CCA)
Forms User Guide

Accessing the CCA Forms System, Continued

Initial Logon  If your agency number and email address matches DOA’s database
Record Setup  information, then the following screen will be displayed. Follow the
(Cont.) instructions on the screen to complete the Security Record Logon Form,

O @ nttp://doa-cf2/cfdevverna/CCA/New_Security_Action.cfm?agy_no=000&email=Monica.dar O ~ & H @ New Security - Virginia Dep...

Fle Edit View Favorites Tools Help

Agencies | Governor

nnnnnn

Small Purchase Charge Card Administration L . 4
Virginia Department of Accounts N

R

Contact Us | IETIENIIN © entire site ® capp only [ED

Charge Card Administration - New Security Record

Logon ID >> Program Admin >> Challe

Please enter the requested information.
Your logon id must 5 digits and password must be nine characters.

Logon 1y [ ] clickhare ‘to have the system randomiy assign  Logon id for you.

Password
Password Hint |

Continued on next page
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Accessing the CCA Forms System, Continued

Initial Logon  If the Security Record Logon Form is correctly filled out, the following
Record Setup  screen will display the message “Your Logon Security has been successfully

(Cont.) created”. Select the “Continue” button to access the system.
=
Q 73 http://doa-cf2/cfdevverna/CCA/New_Security_Action.cfm?agy_no=000&email=Monica.dat O ~ & || @ New Security - Virginia Dep... {n
File Edit View Favorites Tools Help
Vlgin‘iaxg\r Agencies | Governor
Financial 2 Excellence. ’%
ﬁ)o A Small Purchase Charge Card Administration W . i
Virginia Department of Accounts - DY |
> New Security Contact Us | O Eentire site ® capp Ol

Charge Card Administration Security Created

Your Logon Security has been successfully created.

Virginia Department of Accounts
© Commonwesalth of Virginia, 2015

Continued on next page
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Accessing the CCA Forms System, Continued

Acceptable During the initial logon process, after the user has entered a valid id and

Use Policy password, the “Acceptable Use Policy” page is displayed. This page is
presented once during the initial logon process for the user to acknowledge
that they have read DOA’s Acceptable Use Policy. Please read the
information and select the box next to the “I Agree” to continue.

2 DOA Charge Card Administration Application - Microsoft Internet Explorer providec == x|
@_“? |~1 http: //doa-cf2/cfdevverna/CCALogin2 cfm ?Fresh=0934 j 1 X | Bing P~

JEiIe Edit Wiew Favorites Tools Help

J w7 Favorites J 2% & DOA Utilities - Vir... @ Order Corfirmatio... @ Suggested Sites v &) Get more Add-... ~

E DDA Charge Card Administration A ..

Agencies | Governor

ol Ll e

ﬂ)o A Small Purchase Charge Card Administration ‘ﬁ {
Virginia Department of Accounts - i

5 8
> Acceptable Use Contact Us | JREEORVVS @ Entire site '® capP Only E‘

Acceptable Use Policy

I Policy Statement
The purpose of this policy is to provide guidance to DOA employees on
the use of agency-provided Internet and electronic communication
systems, including, but not limited to, electronic mail (e-mail), telephone
voice mail, and related computer hardware and software. DOA is
supportive of the use of the above systems for the purpose of conducting
agency business.

Il Business Use
Agency-provided Internet and electronic communication systems are the
property of DOA and are provided to facilitate the effective and efficient ~

I have read and agree to the terms outlined in the Department of Accounts’ Use of the Internet and Electronic Communication Systems policy. By clicking "l Agree”, |
acknowledge receipt and agree to abide by the terms of this policy. Further, | understand that if | do not agree to the terms, use of the Charge Card Administration Forms

Request website is prohibited.
™ 1agree

=

Continued on next page
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Accessing the CCA Forms System, Continued

General The employee enters his Logon Id and password and selects Logon button.
Logon with a

Valid
Password

Step Action
1 Enter Logon ID (must be five digits)
2 Enter the User Password (must be at least 8 characters)
3 Click on the Logon button.
4 If initial logon, click on the box next to the “I Agree” on the “Acceptable
Use” page.
If a valid logon id and password are entered, the Broadcast Messages page
is displayed.

Fnancial, wﬂl‘ ting 4}
%OA Small Purchase Charge Card Administration Y 'ﬁ 1
Virginia Department of Accounts {

Page

Cardinai only 29

contact Us | [ECLCHIN © Entire Site ® capp only ® capp

m Welcome to DOA's Charge Card Administration (CCA) Forms Request Website

Links....

Please enter your Logen ID and Password: CCAFoms Request User Guide

Werd) [FIF]

Legen 1D (mustbe5 charactars) CCAForms Request Quick Reference Guide
Forgor Logon D? Click Here. erd (PR
N CCAForms
s 3w
(must be ot beas 13 characters)
DOAPublic Web Sit
Forgot Password? Click Here. . "
LogOn

Suecessfully Logged Off

In order to access this system, you wil need a Logon ID and Password If you do not have a
Logon 1D and Password, click on the New Security button located on the lft-hand menu
You will be prompled for the information needed in order to establish a securlly record.

The security of your personal information is important to us!

Diigent efforts are rede to ensure the securty of Commonweath of Virgnia sy stes. Before y ou use s
perscral computer s nol Ffecled with malcious code Bial collcts your per:

ste ta conduct Business wih the Commomweath, please ensure y o
1085 a kerkogger The way o protect against his is fo eintain current

For More nformaton on protecting y cur personal nformation onine, refer 1oihe CRZEns Guids th Oning Fratecton Oniine Protection Glossany

Continued on next page

Office of the Comptroller 8 Commonwealth of Virginia



Charge Card Administration (CCA)
Forms User Guide

Accessing the CCA Forms System, Continued

Navigation Navigation buttons are located in the left-hand margin of the page and links the
user to other Charge Card Administration (CCA) System pages or perform
requested functions as described below.

BUTTON DESCRIPTION

Log On Initiates the logon process for CCA System with entry of a
valid login and password.
Forgot Password | Links user to the Forgot Password page where user can view
their previously stored hint to their previously stored password.
Contact Us Allows the user to send an e-mail with suggestions and/or
questions to DOA.

Security Links the user to information on application security and access
requirements that support the CCA System.
Help Help buttons are located on the left-side of the menu through the

website to provide assistance.

Continued on next page
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Charge Card Administration (CCA)
Forms User Guide

Accessing the CCA Forms System, Continued

Invalid Logon

If an invalid Logon ID or Password is entered, the message "Invalid ID" or
Info

“Invalid Password” is displayed.

i/ orsg2230/ G4/ CCA

| B ]
o %20Violations) P~ Ky
v Favorites Tools

& Virginia Department of Acc..
Agencies | Governor

Search Virginia.Gov [

Small Purchase Charge Card Administration

irginia Department of Accounts

ot U O Enti
Welcome to DOA's Charge Card Administration (CCA) Forms Request Website

Links....
Please enter your Logon ID and Password. CCAForms RequestUser Guide
ord [FLF)
LogonID [ immstbe5 characters)

* CCAForms Request Quick Reference Guide
ForgotLogonID? Click Here. [Werd) [FOR)
Pas sword (mustbe at )

CCAForms
Forgot Password? Click Here.

DOAPublic Web Site
Log On

INValid P3SSWOIT (2 VI0I3001) e

sword, type in your

kon the

rd i

In order to access this system, you will need a Logon ID and Password If you do not have a
Logon D and Password, click on the New Security button located on the leff-hand menu
You will be prompted for the information needed in order to establish a security record

The security of your personal information is important to us!

Diigent efforts are mede to ensure the securty of of Virgn

5 sterrs. Beforey ou uss His 1o ess wih the please ensurey our
personal conputer & not infected with MEicious code that collects your personal Mformeion. This Code s referedto s akeviogoer. The way to protect aganst s i to meintain current

Virus andsecurdy paiches

on protectingy our

refer lothe Clizens Guide I line Protection Glossary

Continued on next page
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Charge Card Administration (CCA)
Forms User Guide

Accessing the CCA Forms System, Continued

Suspended After 5 (five) failed logon attempts the following message is displayed "ACCOUNT
Account SUSPENDED DUE TO SECURITY VIOLATIONS."

Violations can only be cleared by a DOA CCA’s System Administrator. Send an
email to cca@doa.virginia.gov or use the “Contact Us” link to request the violations

be cleared. Alternatively, CCA System Logon violations will be cleared on the
evening of each work day.

e @ hitp://wsq02230/QA/CCA/Login.cim?Message= Account?:20suspended %20 due%20to%0security %20violations.
File Edit View Favorites Tools Help
Financial Excellence, {1i
P . i
@ﬁI)O q Small Purchase Charge Card Administration Ny J’ 3
s e |
Virginia Department of Accounts - 4 X |
Contact Us | © Entire site ® capp Only ® capP - Cardinal Only m
Please enter your Logon ID and Password: CCAForms RequestUser Guide
[Word] [FDF)
Logon D I:l (must be 5 characters) i® CCAForms Request Quick Reference Guide
Forgot Logon ID? Click Here. i [Word [FDA
- CCAForms
T R (T T — s
Forgot Password? Click Here. (7RI TR - te
Account suspended due to security violations. —
Ifyou have forgotten your passward, type in your Logon ID and click on the
ClickHere linklocated nextto the password input box
In order to access this system, you will need a Logon 1D and Password. If you do not have a
Logon ID and Password, click on the New Security button located on the left-hand menu.
You will be prompted for the information needed in order to establish a security record.
The security of your personal information is important to us! v
< >
Office of the Comptroller 11
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Charge Card Administration (CCA)
Forms User Guide

Forgot Logon ID

Forgot Logon If a Charge Card Administration (CCA) System user has forgotten their

ID five-digit logon id, click on the Forgot Logon ID link and supply the email
address that you entered when you set up your initial logon id. Select the
Submit button and the logon ID will be emailed to the address entered, if
valid.

| ||

°‘ )| @ http://doa-cf2/cfdevvemna/CCA/Forgot_Logon ID.cfm P-C \‘ @& Retrieve Logon ID - Virginia...

File Edit View Favorites Tools Help

Search Virginia.Gov

Agencies | Governor

Financial
Small Purchase Charge Card Administration
Virginia Department of Accounts - >y
Contact Us | O Entire site ® capp Only
_ Retrieve Logon ID

Please Enter your email address. Then click on the Submit button.

Email Address || |

Virginia Department of Accounts
©® Commonwealth of Virginia, 2015
WAI compliant

Web Policy

Office of the Comptroller 12 Commonwealth of Virginia



Charge Card Administration (CCA)
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Forgot Password

Forgot If a Charge Card Administration (CCA) System user has forgotten their
Password assigned password, the user must enter their five-digit logon id and then
select the Forgot Password button.

A previously stored hint will be displayed to help the user remember their
password. If the hint does not help you to remember and you have selected
three security questions, enter the answers to all three security questions and
select the “Next” button to reset your password.

P~ G || @ Virginia Departrment of Acc.

Financial. 4 l:pmiq Excellence. (‘|
ﬁ)o A Small Purchase Charge Card Administration u 'J’ |
Virginia Department of Accounts il

> Forgot/Reset Password or Logon 1D contact Us | LGNS O entire site ® care only ® cape - cardinal oaly

Forgot Password

You previously stored a password hint in your Security Record

Yourpassword hintis Verna@85722.

f the hint does not hedp you to remember your password, or if you did not previously supply a hint, then you must reset your password by
answering the three Challenge Questions below and then click on the "Next” buffon

Mother's maiden name:
City inwhich you were born:
Name of your first pet.

Continued on next page
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Charge Card Administration (CCA)
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Forgot Password, Continued

Forgot Once you have supplied the answers to the three security questions that were
Password previously stored in your security record, the Reset Password page is
(continued) displayed.

= | 3
@ & it/ fwsg030/QA/CCA Forgor PIN Hint.cfm0532 £~ & || @ Virgnia Department of Acc {0 1.¢
iites oo
ﬂ)o i Small Purchase Charge Card Administration

Virginia Department of Accounts b
> Forgot/Reset Password or Logon 1D Contact Us | O ntire site ® capp only ® capp- cardinal
Log On
_ Reset Password

New Password (must be at least 8 characters)

Reenter New Password for Verification Purposes:
Password Hint {Don't forget to change your hinf): Vema@ss722
*** New Password must be iferent than current pass word. "™
v
£ b

Continued on next page
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Forgot Password, Continued

Forgot If the hint does not help you to remember and you have not provided the
Password answers to three security questions, you must do so and select the “Next”
(continued) button in order to reset your password.

{~ Forgot/Reset Password - Virginia Department of Accounts - Microsoft Internet Explo =]
@,_ 4 I'-i http: //doa-cf2/cfdevverna/CCAForgot_PIN_Hint.cfm j X | Bing e
| Flle Edit Wiew Favorites Tools Help

J .7 Favorites J 2% & DOA Utilities - Vir... @ Order Corfirmatio... @ Suggested Sites v &) Get more Add-... ~

>3

|n-

B 1 w» Page ™ Safety ™ Tools v

& Forgot/Reset Password - Virginia D...

d.20V Agencies | Governor

Se——70C
Financial

ﬂ)o A Small Purchase Charge Card Administration

Virginia Department of Accounts

—

> Forgot/Reset Password Contact Us | JREEOEVOIS @ Entire site ' ® capp only E

O Forgot Password

Although you have established a security record, you ill need to provide the answers to three Security Questions below before you can continue.

Challenge Question 1: [Flease select =l Required

Challenge Question 2: [Flease select =l Required

Challenge Question 3: [Flease select =l Required
Next

Continued on next page
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Forgot Password, Continued

Password Every 30 days your password will expire. The Password Expired/Reset page
Expired/ allows users to reset their passwords. The user must provide the answers to
Reset the three previously stored questions before resetting their password.
=uﬂé
o 0~ G || & DOA Charge Card Adminst... {28

Small Purchase Charge Card Administration

contact us | LTI O entire site ® capp only ® capp - cardinal

Password Expired/Reset

Your password has expired or it requires resetting
You are now requiredto provide answers to three Security Questions before your can logon to the Charge Card Administation System.

You are alsorequiredto provide a new passwordthat is at least 8 characters inlength (must be a combination of three of the following letters, numbers, a combinafion of upper case and lower case letters, or special characters)

You must enter the same password twice for verfication purposes. Don't forget to update your Hint

Challenge Question 1 Wother's meiden name

| [smey
Challenge Question 2 Gly inwhich youw ere bom | rchrond
Challenge Question 3: Name of your first pet | [epie
New Password (must be at least 8 characters)
Reenter New Password for Verification Purposes.
Password Hint: Don't forget to update your hint Vema@8srz?

*** New Password must be different than current pas sword. ***

Continued on next page

Office of the Comptroller 16 Commonwealth of Virginia



Charge Card Administration (CCA)
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Forgot Password, Continued

Password Once the user has provided the answers to the three security questions, and
Expired/Reset has entered a valid password, the user is successfully logged on to the system.
(continued) Select the “Continue” button to proceed.

{= Password Expired - Virginia Department of Accounts - Microsoft Internet Explorer pro == x|
@,_ 4 I'-i http: //doa-cf2/cfdevverna/CCAPassword_Fxpired.cfm 70922 j X | Bing e
| Flle Edit Wiew Favorites Tools Help

J .7 Favorites J 2% & DOA Utilities - Vir... @ Order Corfirmatio... @ Suggested Sites v &) Get more Add-... ~

>3

|n-

B 1 w» Page ™ Safety ™ Tools v

& Pacsword Expired - Virginia Depart. .

V i[’ gov Agencies | Governor

St -b

Financial

ﬂ)o A Small Purchase Charge Card Administration

Virginia Department of Accounts

—

> Password Expired Contact Us | JREEOEVOIS @ Entire site ' ® capp only E

Charge Card Administration Password Updated

Your Password has been successfully updated.

Continue

Office of the Comptroller 17 Commonwealth of Virginia
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Broadcast Messages

Broadcast and A successful Login brings the user to the Broadcast Message page. This

Special page is used to communicate to the user information from DOA pertaining to
Messages the Charge Card Administration system.

From Broadcast Messages you have the option to choose Main Menu.
Selecting this option will take you to the main menu of the application.

{~ Broadcast Messages - Virginia Department of Accounts - Microsoft Internet Explorer pro _ =] x|
@A iad |g o idoa-cf2/cfdevwerna/CCA Bulletin cfm PLogin_Message =Login®a 205uUccessiul&FreshPage =004 j 1 X | Bing 2
| Eile Edit Wiew Favorites Tools Help

J v Favorites J G & DOA Ublites - Vir... @ Order Confirmatio... € Suggested Sites = & Get more Add-... «

| w Page ™ Safety ™ Topolsv

(€ Broadcast Messages - Virginia Depa. . J fai v B~

Vi 1d. / Agencies | Governor

Financial A

Small Purchase Charge Card Administration
Virginia Department of Accounts

> Broadcast Messages Contact Us | JECERC NV @ Eotire site ¥ capp only E

Broadcast Messages

Welcome Verna Left

Please remember to update your email address.
Use the Personal Option Link from the Main Menu
to update your information.

Lagin Successful

Virginia Department of Accounts

& Commenwealth of Virginia, 2013
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Charge Card Administration (CCA)
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Main Menu

Main Menu From the Main Menu page, select an option from the left-hand menu.

Options Selecting the Agency Forms link will take the user to the Forms Selection
Menu of Charge Card Administration System. The DOA Utilities option
will be displayed only if you are a DOA application’s System Administrator.

{= SPCC Admin Main Menu - Virginia Department of Accounts - Microsoft Internet Explorer pro _ =] x|
@:‘, 4 Iii http: //doa-cf2/cfdevverna/CCAMEaIN_Menu.cfm 70921 j X | Bing e
J Eile Edit View Favorites Tools Help

J o7 Favorites J w3 € DOA Utilities - Vir... @ Order Corfirmatio... @ Suggested Sites v &) Get more Add-... ~
Jf-’?ﬁv Fl ~ [0 m v Page~ Safety ™ Tools~

€ 5PCC Admin Main Menu - Virginia ...

Agencies | Governor
Financial

ﬁ)o A Small Purchase Charge Card Administration

Virginia Department of Accounts

= Broadcast Message > SPCC Admin Main Menu Contact Us | JEEEICNNOS @ pqtire site ' ® capp only E

DOA Utilities -
Main Menu
Agency Request Forms

View My Requests
Personal Options

S Please select an option from the left-hand menu bar.

Contact Us

Virginia Department of Accounts

® Commonweatth of Virginia, 2013
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Personal Options Page

View Personal The View Personal Options page allows Charge Card Administration users
Options to view/update existing information regarding their:

e LogonlID

e Password (the actual password is not displayed, but an * indicates it
does exist.) Note: Passwords can be changed only one time during
a 24 hour period. You must wait 24 hours from the last password
update before attempting to change it again.
Security Challenge Questions and Answers
Telephone Number
Email Address
Hint (to help in remembering current password.)
Date Password Changed - reflects last date your password was altered.
Select the “Edit Personal Options” button to update the information.

/= Personal Options - Virginia Department of Accounts - Microsoft Internet Explorer p _ =] x|
@ - |g htto: ffidoa-cf 2/cfdevverna ZCA Personal _Options . ofm 20947 j SRS | Eing L=
J Eile Edit Wiew Favorites Tools Help

J “r Favorites J G € DOA Utllitles - Wir... @ Order Confirmatio... @ Suggested Sites = 2 Get more Add-... ~

& Personal Options - Virginia Depart. . >

Vv irgi]]‘ia .80V Agencies | Governor

Financial

@ﬁ)o Q Small Purchase Charge Card Administration
Virginia Department of Accounts

b
> Personal Options Contact Us | JIREETCINVOES ‘@ Entire site # capp oniy

View Personal Options

Edit Personal Options

Logon_ID 85722

Challenge Question1 Mother's maiden name  Si1liley
Challenge Question2 City in which you were born  rfichimond
Challenge Question3 Mame of your first pet  Spike
Telephone Number 804-737-7046

Email Address vernaleft@doa.virginia. gov

Hint Verna@007

Date Password Changed 10/15/2013

=l

Continued on next page
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Personal Options Page, Continued

Edit Personal  The Edit Personal Options page provides the Charge Card Administration
Options System user the ability to change the following:

e Password (the actual password is not displayed, but an * is displayed
for each password character. Also note that you cannot change your
password more than once in a 24 hour period. You must wait 24
hours from the last password update before attempting to change
it again.)

Security Challenge Questions and Answers

Telephone Number

Email Address

Email Address2

Hint (to help in remembering current password.)

After entering the new information, press the “Accept” button and the
information will be displayed on the View Personal Options page. A “record
updated” message will appear at the top of the page.

If the information entered is not correct or if the user is not satisfied with the
changes, press the Cancel button and the user is returned to the View
Personal Options page.

Office of the Comptroller 21 Commonwealth of Virginia



Charge Card Administration (CCA)
Forms User Guide

Contact Us

Contact Us Selecting the Contact Us link will present the opportunity for a user to
communicate with DOA. Use this link to ask questions or submit comments
about the Charge Card Administration System. A DOA Charge Card
Administrator will respond to your email.

= i
e )| @ hitp://doa-ci/cidevverna/CCA/ Contact_Us.cfm7L121 p-c ” @ Contact Us - Virginia Depar.. | ‘ A

File Edit View Favorites Tools Help

=

Agencies | Governor

Financial

ﬂ)o A Small Purchase Charge Card Administration
Virginia Department of Accounts
> Main Menu > Contact Us 0 en

C Contact Us

Category: [ | Forms Request [ Technical Difficulty [ Enhancements/Suggestions [] Other
Comments: (Up To 500 Characters)

0 of 500 characters used

Request TransactionNo: | |

Name: ‘

Agency No.: l:l
\
\

Phone Number:

E-Mail Address:

Please verify your E-Mail Address! We will not be able to contact you without a valid address.

Virginia Department of Accounts
® Commonw: of Virginia, 2015

WA compliant
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Charge Card Administration (CCA)
Forms User Guide

CCA Agency Forms

Form Number By selecting the Agency Forms option from the Main Menu, the user will be

Selection linked to the Charge Card Administration System’s forms page. This page
displays the six (6) forms that DOA provides at this time. A brief description
of each form is provided on the next page.

| T W o
m/“ & @ nttpsy/ccadoavirginiagov/Main_Menu_CCA_Forms.cfm?1122 L-a ‘\ (& Home Page - Virgini..| (& Virginia Departm... ‘ ( Kirk Franklin - SUT“EL-" ‘ ke {o3

File Edit View Favorites Tools Help

x  Google v *f Search - | & Share | More » Signin & -

V l l'gil] o0V Agendes | Governor Search Virginia.Gov [a

Financial : il Excellence.
ﬁ)o A Small Purchase Charge Card Administration ...
Virginia Department of Accounts -

> Main Menu > CCA Forms Main Menu contact Us | [IELSELOM Oentire site ® capp only ® capp - cardinal only

DOA Utilities

Main Menu - Charge Card Administration (CCA) Forms

Department of Accounts (DOA)

CCA Agency Request Forms
View My Forms
Personal Options
Form Number Form Description
Broadcast Messages
DOA-CCA001 CCA Pemanent Credit Limit Increase Request Form
DOA-CCAQ02 CCA Temporary Credit Limit Increase Request Form
DOA-CCA003 CCA Pay Past Due Inwice(s) Request Fom
DOA-CCAQ04 CCA Remove Temporary R ) Request Form
DOA-CCA005 CCA Annual Cardholder Review Certification Form
DOA-CCAQ06 CCA Annual C Training C: Fom
v
< >

Continued on next page
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Charge Card Administration (CCA)
Forms User Guide

CCA Agency Forms, Continued

Form Description of each form is described below.
Selection
(continued)
FORM # DESCRIPTION
CCAO001 Selecting this link will display the DOA Permanent Credit

Limit Increase form. This form should be used to request a
permanent increase to an agency’s charge card.

CCA002 Selecting this link will display the DOA Temporary Credit
Limit Increase form. This form should be used to request a
temporary increase to an agency’s charge card.

CCA003 Selecting this link will display the DOA Pay Past Due Invoice(s)
form. This form should be used to request a past due invoice
payment approval from DOA.

CCA004 Selecting this link will display the DOA Temporary
Restriction(s) Removal form. This form should be used to
request restrictions be removed from an agency’s charge card.
CCAO005 Selecting this link will display the DOA Annual Cardholder
Review Certification form. This form should be used to certify
that the agency Program Administrator(s) have confirmed all
transaction limits, monthly limits, restrictions tables, and
transaction volumes were appropriate and coincide with Annual
Exceptions submitted to DOA.

CCA006 Selecting this link will display the DOA Annual Cardholder
Training Certification form. This form should be used to certify
that all cardholders, supervisors/reviewers, and program
administrators under your agency purview have completed the
necessary annual training for the purchase/travel card programs.
Print Forms Selecting the Printer Friendly link will allow you to Print the
selected form.

Continued on next page
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Charge Card Administration (CCA)
Forms User Guide

CCA Agency Forms, Continued

Form Use Form CCA001 — DOA Permanent Credit Limit Increase form to request a
Selection permanent card increase.
(continued)

=

Eile Edit View Favorites Tools Help

http://doa-cf2/cfdevverna/CCA/CCA_Permanent_Increase_form.cfm P~ || 2 CCAPermanent Increase R... ‘ | jl.r’D ok iS

¥

Department of Accounts " L T ur.
O Entire site ® capp Only

CCA Permanent Credit Limit Increase Request Form

it Increase Request Form Contact Us |

DOA Utilities

Main Menu CCA

Use the below tabs to move backwards to a certain point in the form.
Agency Request Forms ‘ Agy Info == | | Name=> | | Number=> | ‘ Supv.>> I ‘ Email=> | | Card Type == I ‘ Profile == | | Limits == | | Justify >> | | Attach == | Review »>

View My Requests

Review and Submit
CCA001 - Request for Permanent Credit Limit Increase Form

Personal Options

Broadcast Messages

Please review the provided information for accuracy. Once the request is submitted, changes CANNOT be made.
To make changes to information entered, select the tabs in the top portion of the current screen.
If the information is correct, select the "Submit” button at the bottom of the screen to process your request.
Note: A summary of your request can be printed on the next page.

o
Q
=
=
@

Request Date: 0918/2015

Agency No: 000

Agency Name; Overall Card Management

Program Administrator's Name: Verna Left

Program Administrator's Email: verna.lefi@doavirginia.gov

Cardholder's Name: Cardholder Name

Last 4 Digits of Card: 2929

Cardholder's Supervisor's Name: Superisor Name

Cardholder's Supervisor's Email: SupervisorEmail@yahoo.com

Type of Card: SPCC

Profile Change: Credit Limit Increase and Single Transaction Credit Limit Increase
Current Credit Limit: $500

New Credit Limit: 51,000

Current Single Transaction Credit Limit: 550

New Single Transaction Credit Limit: $100

Justification: Provide a justification in this box as to why you are requesting a permanent increased for the Cardholder.
Attachment(s): JustifyLetter.td

Virginia Department of /

Continued on next page
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Charge Card Administration (CCA)
Forms User Guide

CCA Agency Forms, Continued

Form Use Form CCA002 — DOA Temporary Credit Limit Increase Form to request
Selection a temporary card increase.

= — 23|
( 5) & nhttp://doa-cf2/ cfdevverna/CCA/CCA_Temporary_Increase_Form.cfm P -~ & | 2 CCATemporary Increase R... | ‘ ) 57§83
File Edit View Favorites Tools Help
=
CCA Temporary Credit Limit Increase Request Form A
Main Menu CCA
Use the below tabs to move backwards to a certain point in the form.
Agency Request Forms ‘Agy»l ‘ Name== | ‘ Humber== | ‘ Supv.=> | ‘ Email=> | ‘T‘y‘pe =% I ‘ Profile == I | Limits == | ‘ Date == | | Justify == | | Aftach == Review >>

View My Requests

Personal Options

Review and Submit

CCA002 - Request for Temporary Credit Limit Increase Form

Broadcast Messages

Contact Us

]

Request Date:

Agency No:

Agency Name:

Program Administrator's Name:
Program Administrator's Email:
Cardholder's Name:

Last 4 Digits of Card:
Cardholder's Supervisor's Name:
Cardholder's Supervisor's Email:
Type of Card:

Profile Change:

Current Credit Limit:

Hew Credit Limit:

Current Single Transaction Credit Limit:

Hew Single Transaction Credit Limit:
Revert Back Date:
Justification:

Attachment(s):

Please review the provided information for accuracy. Once the request is submitted, changes CANNOT be made.
To make changes to information entered, select the tabs in the top portion of the current screen.
If the information is correct, sefect the "Submit" button at the botfom of the screen fo process your request.
Note: A summary of your request can be printed on the next page.

09M16/2015

000

Overall Card Management

Verna Left

verna.left@doa.virginia.gov

fsofsgffgs

33a3

sudaifdfaifaifid

sUpV@yahoo.com

8PCC

Credit Limit Increase and Single Transaction Credit Limit Increase
5500

1,000

550

5100

10/25/2015
Type the justification for this temporary increase.

JustifyLetter.td

Virginia Department of Accounts
® Commenwealth of Virginia, 2015

pliant

Office of the Comptroller

Continued on next page
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Charge Card Administration (CCA)
Forms User Guide

CCA Agency Forms, Continued

Form Use Form CCAO003 — DOA Pay Past Due Invoice(s) Form to pay a past due

Selection invoice.
(continued)

A @ http://doa-cf2/cfdevverna/CCA/CCA_Pay Past Due Invoice Form.cfm

R

(2 CCA Request To Pay Past D... | ‘

File Edit View Favorites Tools Help

=
I m UUA Virginia Department of Accounts

> CCA Forms Main Menu > CCA Request To Pay Past Due Invoice Form

Ml
B

=

contact Us | [EEELANOM © entire site ® capp ont

DOA Utilities

Main Menu CCA

CCA Request to Pay Past Due Invoice(s) Form

Use the below tabs to move backwards to a certain point in the form.

Agency Request Forms

|Ager|cr| |Name| ‘ Card Mo | ‘ Supv. Name I | Supv. Email | |"u'endur| |Ir|vAmt| ‘ Inv. Mo | | Inv. Dte | | Due Dte | ‘Justifyl |At|ach| Review

View My Requests

Personal Options

Review and Submit - CCA003 - Request to Pay Past Due Invoice(s) Form

Broadcast Messages

‘Contact Us Please review the provided information for accuracy. Once the request is submitted, changes CANNOT be made.

Request Date:

Agency Number:

Agency Name:

Program Administrator's Name:
Program Administrator's Email:
Cardholder's Name:

Last 4 Digits of Card:

Cardholder's Supervisor's Name:

Cardholder's Supervisor's Email:
Vendor's Name:
Invoice_Amount;

Invoice Date:

Invoice Due Date:

Explanation;

Attachment(s):

To make changes to information entered, select the tabs in the top portion of the current screen.
if the information is correct, select the "Submit” button at the bottom of the screen to process your request.
Note: A summary of your request can be printed on the next page.

09/16/2015
000
Overall Card Management
Verna Left
verna.left@doa.virginia.gov
Cardholder
3030
Supenisor
supenvisor@yahoo.com
The Great Gatsby Corporation
$510.00
08/01/2015
08/20/2015
Lostin the mail and we did not receive past due notice until this menth.

Justifyl etter bd

Virginia Department of Accounts
® Commonwealh of Virginia, 2015

WA compliant

Office of the Comptroller

Continued on next page
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Charge Card Administration (CCA)
Forms User Guide

CCA Agency Forms, Continued

Form Use Form CCA004 — DOA Temporary Restriction(s) Removal Form to
Selection request a temporary restriction removal from a card.
(continued)

@ http://doa-cf2/ cfdevverna/CCA/CCA_Restrict_Removal_Form.cfm PL~c

File Edit View Favorites Tools Help

w

(2 CCA Request to Temporary... | ‘

TTI” \_JL % Virginia Department of Accounts

nporary Restriction(s) Removal Form

s 4

L& E
[l Search DOA [Re o Rt

Contact Us

DOA Utilities
CCA Request for Temporary Restriction Removal Form
Main Menu CCA

Use the below tabs to move backwards to a certain peint in the form.
Agency Request Forms | Agency == | | MName== | ‘ MNumber== | ‘ Supv.=> | ‘ Email=> | ‘ Profile == I | Restriction >> | | Revert Date >> I | Justify == | ‘ Attach == I Review >>

View My Requests

Review and Send
Request for Temporary Restriction(s) Removal Form

Personal Options

Broadcast Messages

Contact Us
Flease review the provided information for accuracy. Once the request is submitted, changes CANNOT be made.
To make changes to information entered, select the tabs in the fop portion of the current screen.
If the information is correct, sefect the "Submit" button at the botfom of the screen fo process your request.
Note: A summary of your request can be printed on the next page.

g

Request Date: 09M16/2015

Agency No: oo

Agency Name: Overall Card Management
Program Administrator's Name: Werna Left

Program Administrator's Email: verna.left@doa.virginia.gov
Cardholder's Name: Cardholder

Last 4 Digits of Card: 3022

Cardholder's Supervisor's Name: Supervisor

Cardholder's Supervisor's Email: supenisor@amail.com
Current Credit Limit: 5,000

Current Single Transaction Credit Limit: $500

Restriction{s) Removal: RestaurantFood
Revert Back Date: 12/20/2015

Justification: [Will be traveling out of town and need to have restriction removed before leaving.
Attachment(s). JustifyLetter td

Virginia Department of Accounts
® Commonwealth of Virginia, 2015

WA compliant
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Charge Card Administration (CCA)
Forms User Guide

CCA Agency Forms, continued

Form
Selection
(continued)

Use Form CCAQ05 — DOA Annual Cardholder Review Certification. This
form should be used to certify that the Program Administrator(s) have
confirmed all transaction limits, monthly limits, restrictions tables, and transaction
volumes were appropriate and coincide with Annual Exceptions submitted to DOA.

| T W . S——— .-
OF o - A Ao

File Edit View Favorites Tools Help

r 2
£ ~ & 2 HomePage - Virgini- |  Virginia Departm_.. x | (3 Now Behold The L2..

firginia.gov/CCA

v *§Search - FShare  More» Signn X -
A
Use the below tabs to move backwards to a certain point in the form.
Agylnfo>> ] ‘ Program Type >> | [ Review Type >> I Cerfify >> Submit >>
View My Forms
[===3]
Personal Options Please enter your name at the bottom of the screen and then press the Next button: Back
BoainMetems Charge Card Program
Annual Cardholder Review Certification Form
Agency No: 000
Agency Name: Overall Card Management
Review Period: 01/2014 To 01/2015
Program Administrator for:
vl Purchase Card Program
Travel Card Program
Both
I, Kristen Bolden, Program Administrator for above indicated program(s), do hereby certify that | am a duly authonzed and acting Program Administrator for the above Agency.
| do further certify that for my agency | have completed, as appropriate, the following required annual cardholder review(s )
[VIAnnual Purchase Cardholder Review - | have reviewed each Purchase Card and confimed that all transactions limts, monthly limits, restriction tables, and transaction volumes were appropriate
and coincide with Annual Training Exceptions submitted to DOA. All unnecessary cards were cancelled. Any restrictions that were lifted and/or replaced and any transaction and/or monthly limits that
were changed were adjusted per State guidelines. Approval was obtained from DOA for any limit requests above State guidelines.
| Annual Travel Cardholder Review - | have reviewed each Travel Card (Employee Paid Individual Liability) and Agency Airline Travel Card (ATC) and confirmed that all unnecessary cards were
cancelled. Any transaction and/or monthly limits that were changed were adjusted per State guidelines. Approval was obtained from DOA for any limit requests above State guidelines.
Annual Mulfiple Cards Cardholder Review - | hawe reviewed the transaction activity for all cardholders who hold more than one SPCC and confin that the sum of all transactions for each
cardholder does not exceed the maximum of $5,000 per transaction and the sum of all credit limits does not exceed the maximum of $100,000. | have reviewed the need for multiple cards for each
cardholder and confimed that each card is required for a valid reason. | maintain written documentation supporting the need for all multiple cards. Approval was obtained from DOA for any fimit requests
above State guidelines.
**By entering your name, you are certifying that ALL cardholders under your purview have been reviewed, and all applicable exceptions have been requested of DOA.
*Program ini s Si : |Kristen Bolden| X Date: 03/09/2017
Program Admini: 's Email: kristen. virginia.gov Program Administrator's Phone: 804-786-9259
v
< >
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Charge Card Administration (CCA)
Forms User Guide

CCA Agency Forms, Continued

Form Use Form CCA006 — DOA Annual Training Certification Form. This form

Selection should be used to certify that all cardholders, supervisors/reviewers, and program

(continued) administrators under your agency purview have completed the necessary annual
training for the purchase/travel card programs.

m G @ nttps//cc ual_ cim P~ ﬂ‘;@HamePage-Wrgivi. (@ virginia Departm... X @TheStormisOmN... u, RSt
File Edit View Favorites Tools Help

x Google v *J Search - | 5§ Share - More » Signin & -

Charge Card Program m
Annual Cardholder Training Certification Form

2 virginia.gov/CCA

Log off Agency No: 000

Agency Name: Overall Card Management
Review Period: 12/2015 To 12/2016

Program Administrator for:

Purchase Card Program
] Travel Card Program
Both
|, Kristen Bolden, Program Administrator for above indicated program(s), do hereby cerify that | am a duly authorized and acting Program Administrator for the above Agency. | do certify the Dllowing
SPCC Cardholder Training - All employees of the above agency who are holders of a Small Purchase Charge Card have completed the required SPCC Cardholder Training

[ Employee Paid (individual Liability) Travel Cardholder Training - All employees of the above agency who are holders of an Employee Paid (individual Liabilty) Travel Card have completed the
required Travel Cardholder Training.

[V Agency Airline Travel Cardholder (ATC) Training - Al employees of the above agency who are holders of an Agency Airline Travel Card (ATC) have completed the required Agency Airline Travel
(ATC) Training.

Supervisor/Reviewer of SPCC Cards Training - All employees of the above agency who review SPCC Card Program monthly il have completed the required

Training

[V Supervisor/Reviewer of Aifine Travel Cards (ATC) Training - All employees of the above agency who review Agency Airline Trave! Card (ATC) Program monthly reconciliations have completed
the required Supenisor/Reviewer Training.

Required written d fon is on fle confi training I for each employee. | understand that it is my responsibility to ensure that all new staff members completed the required training
as appropriate.

**By entering my name, | am verifying that all information submitted is correct.
*“*Program Admini s Si z IKrislen Bolden X Date: 03/09/2017
Program Administrator’s Email: knisten.bolden@doa.virginia.gov Program Administrator's Phone: 804-786-9259
v
< >
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Charge Card Administration (CCA)
Forms User Guide

View/Print Agency CCA Forms

View My Select the “View My Forms ” link to view/print your previously submitted

Forms CCA Forms or CCA Annual Certification Forms. A summary list the number
of requests for each of the forms. Select “Summary Detail ” link to display
the individual forms.

T IR x> 2.y s

o N @ ntps virginia.gov/View F - £ ~ & (& Home Page - Virginia Depart.. | (& Virginia Department of Acc

File Edit View Favorites Tools Help

v §Search - | W Share  More » Signln & -

Search Virginia.Gov (o)

Small Purchase Charge Card Administration

4 ¥

enu contact us | FIITENEIN Ocentire site ® capp only ® caApp - Cardinal only k59

CCA Agency Request Forms and Certifications

Click on one of the appropriate links below to view your forms.

View My CCA Request Foms

View My CCA Annual C Forms
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Charge Card Administration (CCA)
Forms User Guide

View/Print Agency CCA Forms, Continued

View My The following screen is displayed which lists the agency forms by request
Forms, date and then by agency number. Click on the “Detail” link to display the
continued individual form.

{2 View Agency Permanent Increase Request Forms - Virginia Department of Accounts - Micry ern _ =]

@—’j b4 lé http: //doa-cf2/cfdevverna/C(

Agency_Permanent_Increase_Forms.cfm j 2| X | Bing L=

| Eile Edit View Favorites Tools Help

i Favorites 55| | @ View Agency Pe... x | CF Citizens and Farm... | % v B~ = v Page~ Sofety~ Toolsw

Financial

a4.20V  Agencies | Governor
Small Purchase Charge Card Administration

i ﬂ)OA Virginia Department of Accounts

> View Agency Permanent Increase Request Forms [N I=AICll Search DOA © entiresite ® capp only §59

DOA Utilities

View Agency Permanent Increase Request Forms

Personal Options

Broadcast Messages

S Request Date Agency No
10/16/2013 ~ Al _~ Submit I Return to Summary
Log Off
Request Date Trans No. Agency No Cardholder Name Profile Change
Detail 10/16/2013 1 001 Cardholder Name Credit and Single Trans Increase
Detail 10/16/2013 2 01 dda Credit and Single Trans Increase

Virginia Department of Accounts
©® Commonwealth of Virginia, 2013

WAI compliant

Web Policy
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Charge Card Administration (CCA)
Forms User Guide

View/Print Agency CCA Forms, Continued

View My When the user selects the “Detail” link, the request is displayed. The user can
Forms, also print a copy of the form from this screen by clicking on the “Printer
continued Friendly Version” link. Selecting the “Return to Detail” button will return

you to the previous screen.

{2 View Agency Permanent Increase Form - Virginia Department of Accounts - Microsoft Intern _ =] x|
@_\‘—‘, 4 I(é_ http: //doa-cf2/cfdevverna/CCANMIew_Agency_Permanent_Increase_Forms_Detail cfm ?ransaction_ j X | Bing e

JEiIe Edit Wiew Favorites Tools Help

i Favorites @ view Agency Permanent Increase F..,

\'_1__ J i]'lllﬂ 2oV Agencies | Governor
Financial A
ﬁ)o A Small Purchase Charge Card Administration .
Virginia Department of Accounts iy
= View Agency Permanent Increase Form Contact Us | JRCERC NI @ Eqtire site ® capp only E
DOA Utilities
CCA Agency Permanent Increase Request Form

R s Printer-Friendly Version
Broadcast Messages

Transaction No 1
Contact Us

Request Date: 10/16/2013
Log Off Agency No 001

Agency Name Assistive Technology Loan Fund Authority (ATLFA)

Program Administrator's Name Verna Left

Cardholder's Name Cardholder Name

Last 4 Digits of Card 4333

Cardholder's Supervisor 5

Type of Card Individual Liability Travel

Profile Change Credit and Single Trans Increase

Current Credit Limit Amt 310

Requested Limit Increase Amt $10

Current Single Transaction Limit 510

Requested Single Trans Increase Amt £10

Justification test

Status Pending

Processed By:

Processed Date:

Comments:

Return to Detail |

Continued on next page
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